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The goal of this project is to design a framework that can
enforce deterministic and time-predictable safety
behavior in Al-powered robotic agents operating within
safety-critical cyber-physical systems (CPS).

as HITL-CPS
Background W
* Al-powered robots deployed in safety-critical ()| uman
environments, introduce non-determinism due to LLM S
. . QN /<
agents, human-in-the-loop (HITL) and dynamic %\\,& 0;\0\ i
. N -\ %(
environment. AL %\
: s . /N Y N\
 Reactor model of computation enables determinism, time- K orvcieat )
. . . ysica
coordinated, event-driven execution. ()| Agentic Actuates . IEETREN © , , (b) uncoordinated
* Lingua Franca (LF), an open-source coordination language. o ————— (a) LF-based simulation oo Dndacn
. o . . s N\ Y,
2 MUJOCO enables h|gh f|de||ty thSICS-baSGd teStlng and Flgure 2 HITL CPS depICtEd Interactlons —— Coordinated Simulation ~ --- Uncoordinated Simulation =~ «---- Stop Sign
validation. A g h h Speed and Position of Car: Coordinated vs Uncoordinated
° ®
Experlmental Setup dgentlg rl\gng cc:]ac ISSlljes mstLuctklons to the
river based on the accelerator, brake, steer, °°
* GPU: NVIDIA RTX 6000 Blackwell Pro T — ’ ’ " g,
e CPU: Intel Xeon w9-3475X g |
. Memory: 256 GB DDR5 RAM * External safety fallback mechanism if the LLM- @
. LM 4 bit uantized Liama 3 (8B) based coach fails to instruct on time 0-
' d T  MuloCo simulation models vehicle position and,,-
- POl e — speed in a physics-based environment E1s-
o | R gy e f oo G - References 2 10
L~ Dnver»brake 1 / brake_in>Car>steer L Environment p. st’Coach>_ [1]Soroush Bateni et al. 2023. Risk and Mitigation of Nondeterminism in v
,head L/500ms [ he:;;':f:—-::, head_pos il >— Distributed Cyber-Physical Systems. In Proceedings of the 21st ACM-IEEE il
|_/500 mS/_I > > g International Conference on Formal Methods and Models for System Design 0
200imsi) (Hamburg, Germany)(MEMOCODE ’23). ACM, 1-11 e o o 1% >0 - 30
. . ] ] [2]Marten Lohstroh et al. 2021. Toward a Lingua Franca for Deterministic ime (s)
FIgUI’e 1 PI'OPOSE(J' reactor mOdEI ImplementEd In LF Concurrent Systems. ACM Trans. on Embede Computing Syst. (TECS) 20, 4 (2021) rime s

% IraA. Ful_ton Schoo!s of
Engineering

Arizona State University




