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Autonomous robots are increasingly being tasked with 
more complex, precise, and important directives, yet many 
rely on insecure navigation systems. 

This research investigates, and hopes to mitigate, a specific 
vulnerability in multi-robot coordination where an 
adversarial agent can influence, or “herd” another robot to 
an undesirable location without making physical contact.

Introduction

Using ROS2 and Gazebo, we can simulate multi-robot interactions between an adversary and a victim

An adversary controller can be defined with the following 
formulas based on the victim’s state where

vṙ is the acceleration of the 
adversary

QP is the output of the 
victim’s controller
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