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Introduction

Modern firewalls rely on passive traffic
monitoring to spot threats.

Unfortunately, after 30years, subtle packet-
level behaviors remain a means for attackers
to evade detection.

This research aims to use Petri nets to model
the dynamic interplay of network packets,
firewalls and VPNs, down from looking at "byte
patterns”, to capture the complete behavior,
and reveal anomalies that would normally
require exponential resources to identify.

ldentifying such anomalies has broad security
implications from malware propagation to
censoring circumvention.
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By dissecting the techniques attackers use to slip past
w today’s detection systems and encoding those tactics In
=== Petri-net models, we build a framework for designing
networks that resist both malware intrusions and
G} censorship controls.
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