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Motivation

To design tools that leverage various techniques to support 
automated assessment (AA) of complex C-based programming 
assignments to improve student learning and lessen the grading 
workload.
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The process for AA is as follows:
1. The student submits their code to an AA platform, which 

starts Shoggoth. 
2. Shoggoth, the test platform base, then runs and manages 

the execution of the test suite on the student’s submission.
3. Shoggoth then generates a results file with feedback and a 

score for each test case. In case of an error with the 
student’s code, a separate error response is generated. 

4. The feedback is then displayed to the student.
Memory Analysis
One requirement is that submissions must allocate minimal 
memory. To assess this, the tool needs to know their struct size 
and how much data they allocate with a memory call. Static 
analysis makes this first step easy, as one can parse the contents 
of the struct and then calculate a total size. The malloc call 
instrumentation allows one to know how much memory is 
allocated, verifying that the calls do not exceed the struct size.
Another strategy for more complex situations is to write 
instructions for a grader, then refine them into pseudocode. This 
can then be implemented to parse the AST to search for the 
correct pattern.

while
BinaryOp: 

<Body

Test Case 
Module

Func Call:
print

Left: ID
Name: x

Right: Const
Value: 5

The assignments in an operating systems course vary in 
complexity. The focus of this project was an image manipulation 
assignment. It asks students to develop an image processor that 
applies filters to images inside threads. Each thread must use 
separate memory allocations of a minimal size. These 
requirements make this a difficult assignment for students. The 
open-endedness of the assignment also makes it difficult to 
grade automatically.

Instrumentation
Instrumentation works by overriding certain function calls with 
custom calls that are capable of logging data. For example, we 
instrument student malloc calls by redirecting them to a custom 
function that logs the call and data about it.

UnaryOp:
x++

Submission requirements fall into one of two categories:
• Functional requirements: Correct application of the image 

filters and construction of an output image.
• Nonfunctional requirements: Correct management of 

memory and threads while processing the images.

while (x < 5):
    x++
    print(“hello”)

Abstract Syntax Tree

Type Address Size Line File

MALLOC 0x5f87e6cd1490 480 204 CompletedFiltersLogger.c

MALLOC 0x5f87e6cd1860 180 206 CompletedFiltersLogger.c

MALLOC 0x5f87e6cd1920 180 206 CompletedFiltersLogger.c

MALLOC 0x5f87e6cd19e0 180 206 CompletedFiltersLogger.c

Sample Malloc Log

Static Analysis
A valuable tool for assessing code requirements is static analysis. 
This is the process of analyzing code without executing it. It can 
generate a tree representation of the code it reads called an 
Abstract Syntax Tree (AST).
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