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How Can We Limit Cybersecurity Attacks On Onboard Charging Systems For Electric Vehicles?

Motivation

To find a way to make the transition from
gasoline to electric cars as easy as
possible while overcoming any challenges.

Research Methods
1.) Hardware simulation (see Figure 1).
2.) Software simulation (see Figure 2).

Findings & Progress (so far)

It appears that in order to address the research question we
have to model attacks and sort of predict what they would
be like before they happen. This is difficult at a simplistic
scale with limited resources, but we were able to achieve
that. Modeling using the attacks using software resources,
we were able to simulate programming attacks through a
model of input/output in MatLab & Arduino, as shown in
Figure 3. Modeling attacks through the hardware side we
simulated that with two different microcontrollers and
power resources acting as the attacker, vehicle, and charging
station, and this is shown in Figure 1. and under Hardware
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04 Figure 1. E.V charge attack hardware simulation
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